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Introduction

Arm Statistical Profiling Extensions (SPE) is Using Arm SPE with perf tool
defined as part of Armv8-a architecture perf record —e arm_spe 0// test_prog
(starts from v8.2), which provides hardware . A N
based statistical sampling for CPUs.
perf.data

SPE records operations (memory, exception, 1
SVE, etc) and gathers associated information Perf
for the operation, like PC value, data address, User space _& _______________ T L
event type, timestamp, etc. To avoid Kernel
prominent overload caused by tracing, SPE Events —| AUX buffer
uses statistical approach (e.g. random 4 Tace data
interval) and filter (like latency). PMU Ops Interrupts |

4 4 Trace data
This session gives introduction for Linux ArmSPE | | [

supports Arm SPE with Perf tool.




Agenda

o Why we need Arm SPE?
e Arm SPE hardware mechanism
e Integration Arm SPE with perf
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What is missed from the standard PMU events?

If profile with the PMU events :
Percent str x0, [sp, #32]
cache-references or cache-misses, the i oo » e s1z5)
r wo, [sp, #20
developer can get to know which code Lo 597 MR
size = BUF_SIZE;
piece is the hotspot for memory accessing, G likdess
but still has no idea which memory region (o B h
64
. H dst[i] = buf[i];
accessing causes performance issue. sz s b5 5 s The developer can easily )
, _ ) o e get to know which code
Arm PMU events doesn’t provide any info | M2 [, ] piece is the hotspot, but
. e . ldrb w1, [x1] . ’
for the memory accessing affiliated info, na| s wpe has no idea for what's
) ) 4 e e hal the behaviour for memory
like cache level, remote accessing, TLB, etc, st e _operations. Yy,
. . : ldr w1, [sp, 1
so developers have no chance to optimize o | ur a5 o
. Thb.l
memory accessing. e g
0.90 1dr »,\v(), [sp, #44]
ldp x29, x30, [sp], #48
«ret

' O >;
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How to profile memory on x867

# 1s /sys/devices/cpu/events/mem*

______________________________________________________________________________________________________________

_________________________________________________

______________

991 mticks, reader_thd (thread 2), on node 0 (cpu l).<::>
1111 mticks, lock_th (thread 1), on node 0
1120 mticks, lock_th (thread 0), on node
[ perf record: Woken up 1 times to wri

But memory events are not
supported by Arm CPUs. So
this is one reason we want to
enable Arm SPE for memory

profiling on Arm platforms.
~ Linaro t3
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[ perf record: Captured and wrote 0.

# perf mem report




Agenda

e Why we need Arm SPE?
e Arm SPE hardware mechanism
e Integration Arm SPE with perf
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Four stages hardware tracing in Arm SPE

Sample Sample . Sample
. . Filter
population is taken record
Exception 4 I Type of
level [:> PC [:> operation
Interval Event
Event
Timings Latency
Data address
Operation
- /

Linaro
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Arm SPE Packets

Packet

Packet Packet

$ ./perf report -D -i perf.data

[...]

00000148:
00000151:
00000154 :
00000157:
0000015a:
0000015c:
00000165:
00000168:
0000016b:
0000016¢C:
00000171:
00000177:

[...]

bo
99
98
52
49
b2
9a
9e
00
65
00
71

30
06
76
le
00
el
01
6f

of
00
09

bb
00
00
06

al
00
00

33
00
a9

3d Oa ec b8 ff co

Address packet

PC 0xffb8ec0a3dbb30 el2 ns=1 Counter packet
LAT 6 ISSUE
LAT 118 TOT

EV RETIRED L1D-ACCESS L1D-REFILL TLB-ACCESS LLC-REFILL REMOTE-ACCESS

VA 0xff2027c4b4ale0d

LD GP-REG
b4 c4 27 20 ff 004’//”:222?;::57555,,
LAT 1 XLAT

Operation type packet LAT 111

00 00
00 00 00
e4 75 50 00 00 00

PAD

PAD
Paddlng TS 345575303433

A

Event packet

CONTEXT 0x330f el2 \§::::?\\\\\‘

Context packet

Timestamp packet ?\/
|

Data source packet: implementation dependent,

‘Linaro

which is missed in this example.
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e Why we need Arm SPE?
e Arm SPE hardware mechanism
o Integration Arm SPE with perf
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Enabling Perf memory events for Arm SPE

File tools/perf/arch/arm64/util/mem-events.c:

static struct perf_mem_event perf_mem_events[PERF_MEM_EVENTS__MAX] = {

E("spe-load", "arm_spe_0/ts_enable=1,load_filter=1,store_filter=0,min_latency=%u/", "arm_spe_0"),
E("spe-store", "arm_spe_0/ts_ enaghe 1,load_filter=0,store_filter=1/", "arm_spe_0"),
E("spe-ldst", "arm_spe_0/ts_ enahle 1, loadAf11ter 1,store_filter=1,min_latency=%u/", "arm_spe_0"),
I 1
3 I I 1‘
| | |
Fm===y 1
# perf mem record -t{ load | —7 false_,shar'lhg exe 2
"'l_'_'___l | "
! I
# perf mem record -t l store | " falsg_sharfing.exe 2
__.I.__ I |
__________ |
_________ 1
# perf mem record -t fload store | =~ false:_shar'lng.exe 2
- _'E:; _T;_ ________ )
# perf mem record -- false_sharing.exe 2 // This command is equivalent to ‘-t load,store’

~Lnaro



Synthesization memory samples

perf.data with SPE trace data

header

SPE
trace data

R

Decoding

Synthesize memory samples

=

ID

PID

addr

phys_addr

data_src

~_ Linaro,

o
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Synthesization data source field

311 static u64 EIguIE IS Rd e CY - Ieligesl( const struct arm_spe_record *record)

Set operation type

L]

Set remote access

=

312 {
313
314

r--::i§==‘-

316
317
318
319
320
321
322
323
324
325
326
327
328
329
330

33
33

349 }

union perf_mem_data_src data_src = { 0 };

if (record->op == ARM_SPE_LD)
data_src.mem_op = PERF_MEM_OP_LOAD;
else
data_src.mem_op = PERF_MEM_OP_STORE;

if (record->type & (ARM_SPE_LLC_ACCESS | ARM_SPE_LLC_MISS)) {
data_src.mem_lvl = PERF_MEM_LVL_L3;

if (record->type & ARM_SPE_LLC_MISS)
data_src.mem_lvl |= PERF_MEM_LVL_MISS;
else
data_src.mem_lvl |= PERF_MEM_LVL_HIT;
} else if (record->type & (ARM_SPE_L1D_ACCESS | ARM_SPE_L1D_MISS)) {
data_src.mem_lvl = PERF_MEM_LVL_L1;

if (record->type & ARM_SPE_L1D_MISS)
data_src.mem_lvl |= PERF_MEM_LVL_MISS;
else
data_src.mem_lvl |= PERF_MEM_LVL_HIT;
}

if (record->type & ARM_SPE_REMOTE_ACCESS)
data_src.mem_lvl |= PERF_MEM_LVL_REM_CCE1;

if (record->type & (ARM_SPE_TLB_ACCESS | ARM_SPE_TLB_MISS)) {
data_src.mem_dtlb = PERF_MEM_TLB_WK;

if (record->type & ARM_SPE_TLB_MISS)
data_src.mem_dtlb |= PERF_MEM_TLB_MISS;
else
data_src.mem_dtlb |= PERF_MEM_TLB_HIT;
}

return data_src.val;

\| Set memory hierarchy level

Set cache hit or miss

-

— T

\| Set TLB hit or miss

Linaro
Connectte
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“perf mem report” with memory attributions

[Samples: 341K of event 'memory’, Event suunt (appmox.): 341917

Samples Local Weig'ic Memory acces: i ymb Shared Object Data Symbol Data Object Snoop TLB access Locked
8. 28426 © i read_write_func ing.ef  [.] buf2+6x20 false_sharing.exe N/A Walker hit No
7. 25899 0 read_write_func ing. [.] buf1sx18 false_sharing.exe N/A vialker hit No
6. 23242 0 read_write_func false_sharing.fxe [.] buf1+0x18 false_sharing.exe N/A Walker hit No
4 15633 [.] read_write_func false_shdring.exe [.] buf1+g false_sharing.exe N/A valker hit No
3 12810 0 false_sha\ing. : 4 false_sharing.exe N/A Walker hit No
3. 11026 0 false_sharing.exe N/A Walker hit No
2 10006 © false_sharing.exe anon N/A Walker hit No
2 9965 © false_sharing.exe [. Lobal_dtors_aux_fini_array_entry+6x2e8 false sharing.exe N/A vialker hit No
2 9473 0 false_sharing.exe 20 anon N/A Walker hit No
2 9259 @ read_write_func false_sharing.exe ini_array_entry+0x310 false_sharing.exe N/A Walker hit No
2. 842 0 read_write_func false_sharing.exe dtors_aux_fini_array_entry+0x310 false_sharing.exe N/A vialker hit No
2 8078 © read_write_func false_sharing.exe anon N/A Walker hit No
1.9 6650 © read_write_func false_sharing.exe [. _global_dtbcs_aux_fini_array_entry+0x2e8 false_sharing.exe N/A Walker hit No
1. 6572 0 read_write_func false_sharing.exe false_sharing.exe N/A vialker hit No
1 o ead_write_func false_sharing.exe do global dtors M fint false_sharing.exe N/A valker hit No
i3 < anon N/A Walker hit No
Memory access i i
o J false_sharing.exe N/A valker hit No
1 L1 hit i g f [.] buf2+6x20 false_sharing.exe N/A valker hit No
1 L3 hit 2181 21817:1ock th false shal [.] buf1+6x18 anon N/A Walker hit No
i 44 ¥ o false_sha false_sharing.exe N/A vialker hit No
3 o B hit 2181 21818:lock_th falseshay [-] buf1+6x18 false_sharing.exe  N/A Walker hit No
1 371 L3 or Remote Cache (1 hop) hit 21819:1ock th false_shafj.exe  [.] buf1+0x18 false_sharing.exe N/A Walker hit No
1. 371 L3 or Remote Cache (1 hop) hit g * - false_shafy exe  [.] buf1+0x18 false_sharing.exe N/A Walker hit No
1 3 s dhit 21816:1lock th false_shai false_sharing.exe N/A walker hit No
1 3 L1 hit 2181 % = false shay L+ buf2+0x20 false_shari
g - X sharing.exe  N/A valker hit No
1 3¢ L1 hit 2181 Jhit 21817:lock_th false_shaf [.] ©x0000ffffbBffboad false_sharing.exe /A valker hit No
1. ; L1 hit 2181 21816:lock th ;B}SE.SRE [.] __do_global_dtors_aux_fini_array_entry+0x2e8 anon w: :a{ter :it t
1 2 ' - alse_shai anon jalker hit
o 3 L1hit 2183 21816:1lock th faleraag Lol Bebat el ihartedan | false_sharing.exe  N/A valker hit No
0. 3: 2181 2 - false shay [-] _do_global dtors_aux_fini_array_entry+0x310 false_sharing.exe  N/A walker hit No
o 3 21817:lock_th false_shay [.] _do_global_dtors_aux_fini_array_entry+0x310 anon N/A valker hit No
0. 3 fal: false_sharing.exe N/A Walker hit No
9 21817:lock th [.] ©xe000ffffb37fd9ad ¢
P i 21816: 10Ck‘th 2{:2:::: [.] __do_global_dtors_aux_fini_array_entry+0x2e8 :ﬁ}m“’m"m‘exe n;: ﬂtiﬁ :t: ﬁ
0. 2 5 - false_shaf [.] buf1+0x38 false_sharing.exe N/A walker hit No
2' i 21817:lock_th ?}5975":3 [.] __do_global_dtors_aux_fini_array_entry+Bx2e8 on, n/: na{tﬂ’ :\: t
o 2 21818:1lock_th Falee sha H ety Hepraliaes Valker hit o
0. 2 21R16:10ck th false_shay [.] buf1+0x false_sharing.exe N/A vialker hit No
o e T LIl false shafy.exe [.] max_node_numvxd false_sharing.exe m baller it o
[} ock_t] .] read_write_func alse_shai alse_sharing.exe jalker hit
o ader_thd [.] read_write_func false shag L] ©XO000FFFTb27fb0a0 A false_sharing.exe  N/A valker hit No
. ha [.] __do_global dtors_aux_fini_array_entry+6x310 false_sharing.exe N/A walker hit No
o. :a [.] _do_global_dtors_aux_fini_array_entry+0x310 ;a{sn_s:aring.exe N/A HA{ker Rit No
e} “P AT £ a3 1 alse_sharing.exe N/A Walker hit No
The P|d ﬁeld ShOWS haring.exe [.] Ox0OBOFFFFbOFfB9a0 anon N/A Halker hit No
haring.exe [. - valker hit No
The “memory access” which threads ki Watar it "
haring.exe . valker hit No
. ) N farim e Data symbols shows which oy -
field shows the contribute significant i vl =
i H R e
operation attribution e data structure is accessed, it's [ o
p [ Ibution, workload for memory  juriee A o Halier hic e
haring. f I b I valker hit No
like the cache level i ezl directive for reviewing glooba i o
haring.exe b vialker hit No
, operations : . .
. haring.exe @ h b I walker hit No
poee L1 structures with symbols. Tl .
remote access, etc. haring.exe [.] valker hit Mo :
! ock_th T.] read_write_func False_sharing.exe by Malker hit No | n a r O
ader_thd [.] read_write_func false_sharing.exe [.] 0x000033aab71680C0 Talse_sharing.exe /A Walker hit No .
h823: reader_thd [.] read_write_func false_sharing.exe [.] max_node_nun+oxd false_sharing.exe N/A vialker hit No
21820:reader_thd [.] read_write_func false_sharing.exe [.] thread+oxd false_sharing.exe N/A valker hit No
ader_thd [.] read write func false sharing.exe [.] OxBOOFFFfb17£99a8 anon N/A vialker hit No
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Let's move! - “perf c2c” with HITM tags on x86

# perf c2c record -- false_sharing.exe 2

N

Shared Data Cache Line Table

# perf c2c report

Shared Data Cache Line Table (2 entries, sorted on Total HITMs)
Cacheline Tot Total Total Total ---- Stores ---- Core Load Hit - LLC Load Hit -- - RMT Load Hit -- --- Load Dram ----

Address Node PA cnt Hitm Total LclHitm RmtHitm records Loads Stores LIHit LIMiss 73] L1 L2 LclHit LclHitm RmtHit RmtHitm Lcl Rmt

1 0x55e076feadBe 0 1 (12.58% 76 76 0 654 654 0 0] 0 154 376 42 6 76 0 ¢] 0 (<]

If the hardware memory event supports HITM tags, it's
Press ‘d’ to display cache straightforward to locate which cache line is accessed
line details. frequently with its modified copy.

Shared Cache Line Distribution Pareto Table

Cacheline ©x55e076feal00
-- Store Refs -- cycles Shared

RmtHitm LclHitm L1 Hit L1 Miss Code address rmt hitm lcl hitm load records Object Source:Line
0.00% 68.18% 0.00% 0.00% ox0 0 1 0x55e076de8cl1d 0 2069 1012 1473 3 [.] read_write_func false_sharing.exe false_sharing_example.c:146 ©
0.00% 10.23% 95.67% 0.00% oxe 0 1 0x55e076deBc16 0 1804 1202 3961 3 [.] read_write_func false_sharing.exe false_sharing_example.c:145 @
0.00% 0.00% 4.33% 100.00% 0xe e 1 0x55e076de8c28 0 (<] 0 833 3 [.] read_write_func false_sharing.exe false_sharing_example.c:146 ©
0.00% 21.59% 0.00% 0.00% 0 1 0x55e076deBc73 (0] 158 90 841 2 [.] read_write_func false_sharing.exe false_sharing_example.c:155 @

In the detailed cache line view, it shows which source lines L]
i ) . INaro
access the same cache line, and what’s the workloads is
onnecrte
caused by HITM or store references.
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“perf c2c” with Arm SPE

# perf c2c record -- false_sharing.exe 2

# perf c2c report

> ﬁ Arm SPE doesn’t support HITM! }
N
Linaro
Cormect@
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Experiment: “perf c2c” with option “-d all”

# perf c2c report -d all --coalesce tid,pid,iaddr,dso

Shared Data Cache Line Table

Shared Data Cache Line Table {15 ent sorted on All Load Access)
»»»»»»»»»»» Cacheline ---------- Hit Load Hit Total Total -- ---- =----- Core Load Hit ----- - LLC Load Hit -- - RMT Load Hit -- --- Load Dram ---

Address Node PA cnt Total records Loads L1Miss FB L1 LclHit LclHitm RmtHit RmtHitm Lcl Rmt

1 Oxaaaada771f80 N/A o} 4. 36750 o} 0 ) 0 0 0 e 0 0 0 0
2 Oxaaaada761480 N/A ) 9.07% 13462 13462 13462 0 0 0 0] 13462 0 (°] 0 0 0 () 0
3 Oxaaaada772100 N/A ) 7.43% 11016 11016 11016 ) ) 0 0 11016 e 0 0 0 0 ) 0
4 oxffffo2ffcoge N/A (0] 5.85% 8686 8686 8686 0 ) 0 0 8686 ) ) e 0 e ) 0
5 oxffffo3ffesBd N/A (0] 5.15% 7640 7640 7640 (0] 0 0 0 7640 0 0 e 0 0 0 0
6 Oxaaaada772000 N/A e 4.61% 6837 6837 6837 0 0 0 0] 6837 o} 0 e ) 0 (] ()
7 Oxffffo37fdoge N/A 0 4.55% 6757 6757 6757 0 ) 0 0] 6757 ) 0 ) 0 0 ) 0
8 oOxffffaBBa7980 N/A (0] 4.38% 6503 6503 6503 0 ) ) ) 6503 ] ) e 0 ) ) )
9 Oxaaaada772080 N/A ) 2.93% 4351 4351 4351 ) 0 ) 0 4351 o} 0 e 0 0 o} 0
10 Oxaaaada7720c® N/A ] 1.80% 2665 2665 2665 0 0 ) ) 2665 o} 0 0 0 0 ] ()
11 OxffffaoeaBoge N/A ) 0.96% 1425 1425 1425 0 ) 0 0 1425 ) 0 ) 0 0 ) 0
12 oxffffao8ag998e N/A ) 0.96% 1420 1420 1420 ) ) ) 0 1420 ] ) e 0 0 ) 0
13 oxffffaaBab980 N/A ) 0.49% 723 723 723 o} 0 ) 0 723 o} 0 e 0 0 0 0
14 Oxffffaabaa980 N/A ) 0.41% 607 607 607 0 o} ) ) 607 o} 0 0 0 0 ] ()
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Experiment: “perf c2c” with option “-d all” - cont.

# perf c2c report -d all --coalesce tid,pid,iaddr,dso

Shared Cache Line Distribution Pareto Table

Cacheline Oxaaaada

Load Refs -- ce meseees Clammerasas i e e D s deraackEwae pcles «--eevenae Shared

! t Code address rmmt hitm ! records Object Source:Line
6 0.08% 0.00% 0.08% 0xd  NfA 0 2380 2387:reader_thd Oxaaaada7endfc ] ] ] 2448 1 read_write_func false_sharing.exe false sharing_example.c:152 1
4 0.00% 0.08% 0.08% 0xd  NfA 0 2380 2389:reader_thd Oxaasada7eddfc ] ] ] 1594 2 read_write_func false_sharing.exe false_sharing_example.c:152 3
2. 0.00% 0.06% 0.00% 0xd  N/A 2] 2380 2388:reader_thd Oxaaaadatebdfc 0 ] 2] 1138 1 read_write_func false_sharing.exe false sharing example.c:152 2
1.9 0.08% 0.08% 0.00% axd  N/A 2] 2380 2386:reader_thd Oxaaaada760dfc 0 a 2] 746 1 read_write_func false sharing.exe false sharing_example.c:152 @
10. 0.00% 0.00% 0.00% | 0x20 N/A 2] 2380 2388:reader_thd Oxaaaada’6bedc 0 a 2] 4145 1 read_write_func false_sharing.exe false_sharing_example.c:155 2
8. 0.00% 0.00% 0.00% | 0x20 N/A 2] 2380 2384:lock_th Oxaaaada’60ddc 0 ] 0 3237 1 read_write_func false_sharing.exe false sharing_example.c:146 2
7.32% 0.08% 0.00% 0.0 | 6x20 N/A ] 2380 2385:lock_th Oxaaaada760ddc 0 0 0 2864 1 read_write_func false_sharing.exe false_sharing_example.c:1d46 3
6.36% 0.00% 0.08% 0.00% | 0x20 N/A 2] 2380 2384:lock_th Oxaaaada?60dcc ] 0 ] 2464 1 read_write_func false sharing.exe false_sharing example.c:146 2
S.71% 0.08% 0.00% 0.00% | Ox20 N/A 0 2380 2382: lock_th Bxaaaada760ddc ] ] 0 2232 1 read_write_func false sharing.exe false sharing example.c:146 @
5.51% 0.00% 0.00% 0.00% | 9x20 N/A ] 2380 2385:lock_th Oxaaaada7eddcc 2] ] 0 2156 1 read_write_func false_sharing.exe false_sharing_example.c:146 3
S.41% 0.00% 0.06% 0.00% | x20 N/A 0 2380 2384:lock_th Oxaazada760dbe 0 0 0 2116 1 read_write_func false_sharing.exe false sharing example.c:145 2
S.31% 0.08% 0.08% 0.00% | 9x20 N/A 2] 2380 2385:lock_th Oxaaaada760dbd 0 a 2] 2077 1 read_write_func false sharing.exe false sharing_example.c:145 3
5.36% 0.00% 0.08% 0.00% | 9x20 N/A 2] 2380 2389:reader_thd Oxaaaada7ebeT8 ] 9 ] 2073 2 read_write_func false_sharing.exe false_sharing_example.c:159 3
5.29% 0.06% 0.00% 0.00% | 0x20 N/A 2] 2380 2383:lock_th Oxaaaada760ddc ] ] ] 2071 1 read_write_func false_sharing.exe false sharing_example.c:146 1
4.54% 0.00% 0.00% 0.00% | 0x20 N/A 2] 2380 2386:reader_thd Oxaaaada760e78 0 0 2] 1774 1 read_write_func false_sharing.exe false_sharing_example.c:159 @
4.29% 0.00% 0.00% 0.00% | 0x20 N/A 2] 2380 2387:reader_thd Oxaasada76dead 0 0 0 1676 1 read_write_func false sharing.exe false_sharing_example.c:163 1
3.09% 0.06% 0.08% 0.00% | 0x20 N/A 0 2380 2382:lock_th Oxaaaada7eddcc ] 2] ] 1269 1 read_write_func false sharing.exe false sharing example.c:146 @
2.93% 0.00% 0.08% 0.00% | 0x20 N/A 0 2380 2383:lock_th Oxaasada?éddcc ] ] ] 1147 1 read_write_func false_sharing.exe false_sharing_example.c:146 1
2.65% 0.00% 0.06% 0.00% | 0x20 N/A 2] 2380 2382:lock_th Oxaaaada760dbe 0 ] 0 1035 1 read_write_func false_sharing.exe false sharing_example.c:145 @
2.33% 0.00% L 0.00% 0.6%‘) 0x20  N/A 2] 2380 2383:lock_th Oxaaaada760dbd a 2] ] 911 1 read_write_func false sharing.exe false sharing_example.c:145 1 4

For the store samples, since Arm SPE doesn’t give out any

memory hierarchy information, like L1 hit/miss or LLC .

hit/miss, thus the cache line distribution doesn’t show any Linaro
statistics for store operations. COI_] ﬂect J
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Recap

e Arm SPE has been enabled with perf tool for below sub commands
o perf record / perf report / perf script
o perf mem record | perf mem report
e Arm SPE is found the memory hierarchy info is missed for store ops
o perf c2c has not yet supported for Arm SPE on the mainline kernel
o https://lore.kernel.org/patchwork/cover/1353064/
Only partial patches have been merged for “perf c2c” refactoring; the patches for
extension display option “all” are left out.
e Arm SPE PID tracing can only support the root namespace
o If using the CONTEXTIDR_EL1/EL2 for PID tracing, it only can support tracing PID in the
root namespace and it's possible to leak info for non-root namespace tracing;
o So far only support PID tracing for root namespace.
o https://lore.kernel.org/patchwork/patch/1367664/

Linaro J)
¢
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