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Session La yout
● AOSP Common Kerne l

○ Ra tiona le  /  Brie f introduction a nd Evolution

● Linux v4.4 vs a ndroid-4.4
○ Git diff s ta ts  - v4.4..a ndroid-4.4
○ Brie f introduction of functiona lity a nd upstrea m sta tus

● lina ro-a ndroid-llc t
○ Git diff s ta ts  - v4.8-rc5..lina ro-a ndroid-4.8

● Android kerne l pa tches in Sta ging
○ Brie f upda te  on ongoing sta ging a ctivities
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AOSP Common Kerne l
● Fea tures ta ilored for Android needs e .g . Inte ra ctive  Gov, 

UID routing
● Fea tures re jected by upstrea m owing to implementa tion 

concerns e .g . MTP/PTP, Pa ra noid ne tworking
● Testbed for fea tures to be  pushed upstrea m overtime

e .g. EAS
● Fea tures which a re  a va ila ble  ma inline  but Android still 

using ea rlie r in-house  implementa tions e .g . PPPoPNS, 
PPPoLAC

● Vendor/OEM fea tures which ca n be  useful for others a s 
well e .g . sdca rd_fs
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Kerne l Tree  for Vendor Chipse ts



ENGINEERS AND DEVICES
WORKING TOGETHER

AOSP Pa tchse t Evolution

● Android pa tchse t 
sna pshot ta ken from 
one  of J ohn’s ta lk a t 
ELC 2011.



Linux v4.4 vs android-4.4
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v4.4..a ndroid-4.4 git diff sta ts
● 523 files cha nged, 46634 insertions(+), 1634 de le tions(-)

○ Including UPSTREAM / BACKPORT /  FROM LIST fixes

● ~14% Networking
● ~09% Energy Awa re  Scheduling
● ~09% USB Ga dgets
● ~09% Atomic Displa y Fra mework
● ~08% Verity Boot
● ~08% Sdca rd FS
● ~04% FIQ debugger
● ~04% Input
● ~03% Cpufreq
● Rest: Documenta tion, include , kerne l, a rch, mm..
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Ne tworking
● Pa ra noid ne tworking

○ Restric t ne twork a ccess to ce rta in group of users
○ La rge ly perce ived a s Android ha cks with ha rdcoded AIDs ma pped to 

userspa ce  groupids
■ Expect this  filte ring to be  ba sed on network na mespa ces
■ It will require  a  fa ir bit of userla nd cha nges a nd tha t is  unlike ly to ha ppen.

○ “Network filte ring for control groups” ma y be  the  a nswer?

● UID ba sed routing
○ Route  pa cke ts  diffe rently ba sed on the  user ID tha t owns the  socke t

■ Allow userspa ce  to configure  routing rules ba sed on UID ra nges.

○ Upstrea m options include  ne tfilte rs  /  ip ta bles or even na mespa ces.
■ Too expensive  to tha t using ipta bles.

○ Android devs seem to be  working on a  revised pa tchse t for upstrea m 
submission.
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Ne tworking
● Netfilte r: qta guid, quota 2, idle timer

○ Da ta  usa ge  tra cking & limiting
■ qta guid a nd quota 2 modules to do per uid tra cking a nd a ccounting
■ Ma y be  repla ced with NFQUEUE?

○ IDLETIMER
■ Help ConnectivityService  dea l with quie t interfa ces

● Tra ck a nd send uevents when interfa ce  becomes a c tive  a ga in
■ La st upstrea m submission got mixed reviews

● PPP: PPPoLAC a nd PPPoPNS
○ For lega cy VPN support
○ Ma y be  switch to ma inline  PPTP a nd PPPoL2TP inte rfa ces

■ Userspa ce  need to be  cha nged
■ GPL pppd plugins a va ila ble  but tha t ma y not work out for Android
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Energy Awa re  Scheduling
● To ma ke  Linux fully a wa re  of the  power/performa nce  

ca pa bilities of the  CPUs a nd optimize  energy 
consumption.

○ EAS core
○ SchedFreq (cpufreq gov)

■ Scheduler-a wa re  CPU frequency ma na gement.

○ SchedTune  (boosting mecha nism)
■ Scheduler centric  power-performa nce tuna ble

○ WALT (PELT loa d-tra cking repla cement)
■ Window Assisted Loa d Tra cking to tra ck CPU utiliza tion

● Under a ctive  deve lopment a nd testing pha se .
○ Pa tches/Discussion ca n be  tra cked on linux-a rm.git

Energy 
model driven 
scheduling

Tools

Scheduler 
driven 
DVFS

Idle CPU 
improvements

EAS

Performance 
enhancements

Analysis & 
Turning 

flows

Simple 
tunabilit

y
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USB Ga dge ts
● ConfigFS USB ga dget pa tches

○ Android Functions
■ MTP/PTP

● In-kernel drivers a re  no go, a dvised to use  functionFS instea d
■ Audio Source  a nd Accessory drivers

○ Android device  cla ss  (/sys/cla ss/a ndroid_usb/a ndroid0) inte rfa ce
■ Should rea d usb sta te  cha nges from /sys/c la ss/udc/*/sta te  instea d

● RNDIS fixes
○ Da ta  a ggrega tion (multi pa cke t) support
○ Few misc te thering fixes
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Atomic Displa y Fra mework
● Set of displa y buffe rs a nd configura tions to be  a tomica lly 

upda ted
● Sits be tween Android’s hwcomposer HAL a nd kerne l driver
● On its wa y out in fa vor of DRM/KMS enha nced with Atomic 

mode  se tting a nd Explic it fence  support.
○ Will not be  used in next a ndroid-lts  kerne l.
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Verified Boot
● Block-leve l integrity protection a nd forwa rd e rror 

correction for system a nd vendor/oem rea d-only pa rtitions
● dm-verity

○ Mostly upstrea m cherry-picks /  ba ckports

● dm-verity-fec
○ Upstrea m ba ckport
○ limit e rror correction recursion a nd a dd sysfs  a ttribute  for s ta ts

● dm-a ndroid-verity
○ Setup verity root A/B or sea mless upda te  support
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Sdca rd FS
● Sdca rd file  system wra pper derived from wra pfs

○ Implement FAT32 emula tion la yer inside  kerne l

● Fuse  a lte rna tive  for emula ted stora ge  in AOSP
○ Emula ted stora ge  a ccess through FUSE a dd lot of performa nce  

overhea d
○ Sdca rdfs  is  found to perform be tte r. Used in Sa msung phones for a  

while  now

● Didn’t find a ny upstrea m RFC for this version
○ Found one  discussion threa d on wra pfs Wra pfs: a  s ta cka ble  file  

system da ted 2001.
○ AID_* (Android s ta tic  uids) usa ge  in sdca rdfs  won’t he lp in 

upstrea ming in current s ta te

http://lkml.iu.edu/hypermail/linux/kernel/0109.2/1242.html
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FIQ Debugger
● Low leve l kerne l debugger for ARM
● Uses Fa st IRQ (FIQ) inte rfa ce  for debugging
● Pa rts of it a lrea dy integra ted with upstrea m KDB 

implementa tion
● In Progress:

○ Fiq debugger for ARMv8
○ Extend NMI wa tchdog
○ IPI FIQ for ARM
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Input
● Keychord a nd Keyrese t(Keycombo) driver

○ Driver to ha ndle  diffe rent key press combina tions
○ Chunks of it a lrea dy upstrea med a s pa rt of SYSRQ driver

● Generic  GPIO input support
○ Supports  keyboa rd ma trices
○ Direct inputs/outputs
○ Axes connected to gpios
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Inte ra ctive  Governor
● Select opera ting frequency of the  processor depending on 

the  user inte ra ction
● Aggressive  on-dema nd governor
● NACKed in fa vor of scheduler-driven cpufreq se lection
● Revised implementa tion using schedfreq is submitted for 

RFC recently
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Misce lla neous
● MM

○ Priva te  Anonymous memory
■ Anon memory ta gged/na med by userspa ce  to tra ck a nd debug physica l 

memory usa ge

● Cgroup
○ Android hooks/checks to move  a  ta sk a cross control groups

● Timersla ck_PID
○ se t/cha nge  the  scheduling of the  ba ckground threa ds by cha nging 

the ir timersla ck va lue  using PR_SET_TIMERSLACK_PID
○ Alrea dy upstrea med a s /proc/<pid>/timersla ck_ns inte rfa ce

● Power
○ wa keup rea son logging, report wa keup source

● UID_CPUTIME
○ Per UID ba sed cpu time  sta tis tics  exported to /proc
○ Used by Ba tte rySta ts  se rvice
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Misce lla neous
● ARCH

○ Ima ge .gz/dtb, Ima ge-dtb support
○ Low leve l printk, CONFIG_CMDLINE_EXTEND support

● Tra cing
○ MMC, GPU, Min/Ma x cpufreq, lowmemory kill events  tra cing

● MMC
○ Sysfs  inte rfa ce  for IO la tency histogra m
○ Additiona l re tries  on SD de tection
○ Embedded sdio support a nd other sdio fixes

● Dua l Role  USB Phys sysfs inte rfa ce
○ Sysfs  inte rfa ce  to tra ck a nd cha nge  the  s ta te  of dua l role  usb phys
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Misce lla neous
● Memory Sta te  Time driver

○ New memory_sta te_time  driver tra cks time  spent in diffe rent DDR 
frequency a nd ba ndwidth s ta tes

● Android Pipe  & goldfish emula tor e tc  e tc
○ Android emula tor support
○ Alrea dy upstrea med

● SELinux hooks
○ For compa tibility with Android M userspa ce  a nd white lis ting tra cefs  

filesystem

● Android config fra gments
○ Ma inline  kerne l config fra gments  a lrea dy upstrea med
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ke rne l/common/a ndroid-4.4 clea nup
● Pa tches dropped from a ndroid-4.4

○ Switch Cla ss & GPIO dropped in fa vor of ExtCon
○ UID_STAT & Network a ctivity s ta ts  driver dropped in fa vor of qta guid 

a nd quota 2
○ Armv6 DCC tty driver in fa vor of upstrea m DCC driver
○ Removed few duplica te  HID, SElinux, Power, Debug fixes e tc
○ Removed few obsole te  Android composite  ga dge t, MMC fixes e tc



linaro-a ndroid-llc t
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lina ro-a ndroid-llc t
● Android pa tchse t /  fea tures reba sed to la test Linux ta g.
● Find /  Report /  Fix Android regressions or ABI brea ka ges in 

upstrea m kerne l.
● Testbed for pa tches which we  a re  trying to submit 

upstrea m for RFC.
● Ca n be  used a s a  re fe rence  experimenta l preview to wha t 

we  think the  next AOSP common bra nch might look like .
○ Cherry-picked a nd submitted fixes from lina ro-a ndroid-3.18 to 

AOSP/experimenta l/a ndroid-3.18
○ Sha red lina ro-a ndroid-4.1 bra nch with AOSP for re fe rence
○ AOSP picked lina ro-a ndroid-4.4 a s  it is  for experimenta l/a ndroid-4.4
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v4.8-rc5..lina ro-a ndroid-llc t git diff sta ts
● 337 files cha nged, 28515 insertions(+), 478 de le tions(-)
● ~22% Networking
● ~15% USB Ga dgets
● ~07% FIQ Debugger
● ~13% Sdca rd FS
● ~07% Input
● ~05% Cpufreq
● ~04% Verity Boot
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a ndroid-4.4..llc t git diff sta ts
● Not ea sy to compa re  the  a bsolute  diff sta t compa rison in previous slide

○ More  UPSTREAM / BACKPORT /  FROM LIST fixes in older versions
○ No EAS pa tches in llc t ye t

● Few pa tches /  fea tures dropped from AOSP in fa vor of upstrea m fea tures.
○ Atomic Displa y Fra mework is  going out in fa vor of DRM/KMS.

■ So now is  the  time to redo your displa y drivers if you a re  still using ADF

● Few pa tches /  fea tures pushed upstrea m.
○ Timersla ck_ns, MMC, Config fra gments  a nd Te thering fixes.
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Android Pa tches in Sta ging
● AShMem

○ Anonymous SHa red MEMory
■ Unpin/Disca rd memory units  under memory pressure

○ “Memory unpinning” using “vola tile -ra nges” wa s a ttempted
■ Turned out to be  a  bigger ordea l tha n pla nned just to support a  file-desc  

ba sed memory sha ring model

○ Memfd is  a  more  rea sona ble  repla cement for Ashmem
■ Adding “memory unpinning” in Memfd is  in TODO

● LowMemoryKille r
○ Kill a pplica tions under memory constra ints
○ More  a ggressive  version of out-of-memory kille r
○ “mempressure  notifie r” a s  LMK repla cement?

■ Send memory pressure  notifica tions to userspa ce
■ Proba bly still be ing worked on /  used interna lly by Android developers
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Android Pa tches in Sta ging
● Sync /  Sw_Sync

○ APIs to synchronise  buffe rs  in complica ted DMA pipe lines
○ Sync In process of be ing de-sta ged from Sta ging to dma _buf

■ Sync points  depreca ted to use  dma _buf fences.

○ Sw_sync to be  moved a s debugfs inte rfa ce

● ION
○ Ma na ging diffe rent pools  of memory with diffe rent constra ints  a nd 

sha ring these  be tween devices.
○ In Progress

■ Device  tree  bindings to expose  cma  regions a s ion hea ps
■ New IOCTL interfa ce  to support ca ching using dma _buf APIs
■ Better discovery of a va ila ble  hea p IDs
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AOSP Pa tchse t Evolution

● A quick look a t where  
does Android 
pa tchse t from 5 
yea rs a go sta nd 
toda y.
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Refe rences
● LWN: The  LPC Android microconference  2015
● LWN: The  vola tile  vola tile  ra nges pa tch se t
● LWN: The  mempressure  control group proposa l
● [YouTube] how the  Linux ne tworking sta ck is  ma de  to work on Android devices
● [LPC 2013] Android Netfilte r Cha nges
● LWN: Network filte ring for control groups
● [a ndroid-pa ltform] Will be  FUSE removed?
● [deve loper.a rm.com] Energy Awa re  Scheduling
● [linux-usb] About Da ta  Aggrega tion with RNDIS a nd u_e ther Driver
● Lina ro Wiki: Ma ke  Android use  upstrea m PPP VPN code
● OpenIoT & ELC 2016: Atomic Displa y Support in Upstrea m - Da nie l Vette r, Inte l
● Lina ro Connect: SFO15-311: ConfigFS Ga dge t - An Introduction
● Android Verified Boot
● Strictly Enforced Verified Boot with Error Correction

https://lwn.net/Articles/656324/
https://lwn.net/Articles/602650/
https://lwn.net/Articles/531077/
https://www.youtube.com/watch?v=dMp21rAp9Hw
https://linuxplumbersconf.com/2013/ocw/system/presentations/1491/original/Android's%20Netfilter%20Changes%20-%20LPC%2020130920.pdf
https://lwn.net/Articles/698073/
https://groups.google.com/forum/#!topic/android-platform/U-pUof6PGNo
https://developer.arm.com/open-source/energy-aware-scheduling
http://www.spinics.net/lists/linux-usb/msg64284.html
https://wiki.linaro.org/LMG/Kernel/PPP
https://openiotelc2016.sched.org/event/6DAk/atomic-display-support-in-upstream-daniel-vetter-intel
http://www.slideshare.net/linaroorg/sfo15311-configfs-gadget-an-introduction
https://source.android.com/security/verifiedboot/
http://android-developers.blogspot.in/2016/07/strictly-enforced-verified-boot-with.html


Thank You
#LAS16

For further informa tion: www.lina ro.org
LAS16 keynotes a nd videos on: connect.lina ro.org


	LAS16-205: The State of AOSP
Common android-4.4 Kernel
	Session Layout
	Slide Number 3
	AOSP Common Kernel
	Common Android Kernel Tree
	Kernel Tree for Vendor Chipsets
	AOSP Patchset Evolution
	Slide Number 8
	v4.4..android-4.4 git diff stats
	Networking
	Networking
	Energy Aware Scheduling
	USB Gadgets
	Atomic Display Framework
	Verified Boot
	Sdcard FS
	FIQ Debugger
	Input
	Interactive Governor
	Miscellaneous
	Miscellaneous
	Miscellaneous
	kernel/common/android-4.4 cleanup
	Slide Number 24
	linaro-android-llct
	v4.8-rc5..linaro-android-llct git diff stats
	Slide Number 27
	android-4.4..llct git diff stats
	Slide Number 29
	Android Patches in Staging
	Android Patches in Staging
	AOSP Patchset Evolution
	References
	Thank You

